[bookmark: _GoBack]STATE OF IDAHO
MILITARY DIVISION
Human Resource Office (HRO)
State Personnel Branch
4794 General Manning Avenue, Building 442
Boise, Idaho 83705-8112
Telephone: (208) 422-3345/3346

STATE VACANCY ANNOUNCEMENT

*Registers established from this announcement may remain valid for up to
one year to fill statewide vacancies in the same classification.

OPENING DATE:  	5 August 2016
ANNOUNCEMENT NUMBERS:	16-52-N
AREA OF CONSIDERATION:		Open to all applicants
POSITION TITLE:	Information Technology Specialist (iEMS Information Assurance) 
PAY GRADE:	   	NGA-12
POSITION CONTROL NUMBER: 	3031
CLASS CODE:  	   	22740
SALARY:	   	 	$34.25 to $44.53 hourly 
FLSA CODE: 		IT - Computer Worker (Exempt)
DUTY LOCATION:  	Military Division, Idaho Air National Guard, 124th Mission Support Group, Integrated Engineering Management System (iEMS) Program Office, Gowen Field, Boise, ID
TYPE OF POSITION:  		Civilian Nonclassified; Limited Service Appointment
COMPATIBLE MILITARY FIELD:	Not applicable	
CLOSING DATE:	18 August 2016 	

1.  HOW TO APPLY:  Application forms and announcements are available at the Human Resources Office (HRO), 4794 General Manning Avenue, Building 442, Gowen Field, Boise, Idaho, 83705-8112 and at Internet address http://inghro.idaho.gov/Jobs.htm
and http://inghro.idaho.gov/hr/forms/forms.htm.  Submit application packets to the above listed street address no later than 4:30 p.m. of the announcement closing date.  Applications may be faxed to (208) 422-3348 (Attn:  HRO State Personnel Branch).  

Applications will not be accepted via e-mail except from deployed Service members, DOD Civilians, and DOD Contractors serving overseas in support of contingency operations. Applicants are responsible for contacting the HRO State Personnel Branch to confirm receipt of e-mailed applications.

Your application packet must include an Employment Application (SPB-1) and attached sheet(s) of paper that provide your individual responses to each of the Mandatory Requirements and Knowledge, Skills and Abilities (KSAs) listed under Qualification Requirements on this announcement.  Applicants may additionally submit other supplemental documentation to support qualifications (e.g., resume, certificates, transcripts, etc.).  

If you request Veterans Preference you must submit a completed War Era Veterans Preference Form (SPB-1a) and provide supporting documentation demonstrating eligibility.   

The Military Division monitors recruitment and selection programs in order to assure equal employment opportunity.  We appreciate your cooperation by voluntarily furnishing us with an Equal Employment Opportunity Worksheet, (SPB-1b). 

2.   QUALIFICATION REQUIREMENTS – Mandatory Requirements and Knowledge, Skills and Abilities (KSAs).

a. Applicants must meet the following Mandatory Requirements (conditions of employment).  You must provide individual affirmative responses (i.e., I am a…; I have a…; I will...) on paper to each mandatory requirement (1-4) below or your application cannot be further considered:

(1)  Must have and maintain a current and unrestricted state issued driver’s license.  Provide your driver’s license number, issuing State, license expiration date, and the full name specified on the license.  (Do not provide a copy of your driver’s license.)

(2)  Must have or be eligible to obtain a favorable SSBI Federal Background Investigation (IAT-I).  If selected candidate does not have a current favorable SSBI, he/she must submit to the investigation process immediately upon hire as a condition of employment.

(3)  Must be willing to travel by all modes of transportation, and stay overnight at destinations for moderate periods.  Travel is required to attend training for initial and continuing job qualification.  

(4)  Must be able and willing to attend and successfully complete training and testing required for job qualification.  Within 6-months of beginning employment in this position, incumbent must be certified in accordance with DoD Directive 8570.01-M, Information Assurance Workforce Improvement Program, the Federal Information Security Management Act of 2002, and the Clinger Cohen Act of 1996 (CISSP).  An individual in an Information Awareness Technical (IAT) Level I position must attain and maintain a cybersecurity baseline certification commensurate to the category and level from the DoD approved listing located at:  http://iase.disa.mil/iawip/Pages/iabaseline.aspx in accordance with DoD 8570.01-M, Paragraphs C2.3.2.

b.  Applicants must have 36-months of specialized experience performing related work.  Provide individual responses on paper to each Knowledge, Skill and Ability requirement (1-12) below.

In your responses describe your civilian and military education, training, and work experience that is relevant to the position as it relates to the following KSAs.  (The KSA responses are used to assist in the determination of the best-qualified applicants.)  

	(1)  Knowledge of a full range of IT security principles, methods, regulations, policies, products and services sufficient to develop specifications to ensure compliance with security requirements at the LAN level and to plan and coordinate the delivery of an IT security awareness training program for end users at all levels at the installation.

	(2)  Knowledge of a wide range of IT and communication computer security techniques, requirements, methods, sources, and procedures.

	(3)  Knowledge of system software and systems development life cycles including systems documentation, design development, configuration management, cost analysis, data administration, systems integration, and testing.

	(4)  Knowledge of IT security requirements sufficient to develop and evaluate program documentation to include: mission needs statements, operational requirements documents and support plans, specifications, and proposals. 

 	(5)  Knowledge of, and proficiency with, computer operating systems such as Microsoft ® Windows 2008. Knowledge of, and proficiency with, Relational Database Management Systems such as Microsoft ® SQL Server 2008. 

	(6)  Knowledge of the mission, objectives, terminology, and management practices in the activity, the agency and the department to recognize probable areas of interaction and overlap between proposed and existing systems. 

	(7)  Skill to develop and evaluate program documentation to include mission needs statements, operational requirements documents and support plans, specifications, proposals, and plans for systems operational test and evaluation of communications and information security systems.  

	(8)  Ability to serve as the focal point for information security, providing authoritative advice and assistance on complex, technical, controversial, and precedent setting matters to improve the IT security program comprising many unique organizations and large, complex computer and communications security systems.

	(9)  Ability to apply policies, principles, and IT security concepts sufficient to carry out activities leading to security certification and accreditation (C&A).

	(10)  Ability to apply findings of assessments to mitigate IT security risks through the implementation of corrective actions.

	(11)  Ability to work independently, a great deal of the time without an onsite supervisor. 

	(12)  Ability to communicate effectively using good oral and written skills.

3.  SUMMARY OF DUTIES:  Refer to the attached position description.

4.  CONDITIONS OF EMPLOYMENT:
	a.  Each person hired will be required to provide verification of eligibility to work in the United States (Public Law 99-6603) and may be subject to a criminal background check.
	b.  Refer to the attached position description for the Mandatory Requirements for this position.
	c.  The State of Idaho, Military Division is an Equal Opportunity employer.  Selection for this position will be made without regard to race, color, religion, sex, national origin, political affiliation, marital status, physical handicap or age which does not interfere with job accomplishment.  Appropriate consideration shall be given to veterans in accordance with applicable state and federal laws and regulations.

5.  PERSONNEL MANAGER CERTIFICATION:  The title, series, grade, duties and responsibilities are complete and accurate as written and a current or projected vacancy exists as advertised. 




Paula R. Edmiston
Human Resources Manager
							Military Division – State Personnel Branch




JOB TITLE: INFORMATION TECHNOLOGY SPECIALIST
(iEMS INFORMATION ASSURANCE)
POSITION CONTROL NUMBER:  3031
CLASS CODE NUMBER:  22740
SALARY GRADE:  NGA-12

INTRODUCTION:  This position is assigned to the Integrated Engineering Management System (iEMS) Program Office, 124th MSG, Idaho Air National Guard (IDNG), functioning within the State of Idaho – Military Division.  The primary purpose of this position is to serve as the iEMS Information Assurance Manager, who is the iEMS Program Manager’s authority and focal point for Information Assurance.  Manages all aspects of applicable Air Force (AF) or other Department of Defense (DoD) Information Assurance Awareness Programs, as they pertain to the iEMS application.

DUTIES AND RESPONSIBILITIES: 

1.  Serves as the iEMS Information Assurance Manager.  Applies Information Technology (IT) security principles, methods, and security products to protect and maintain the availability, integrity, confidentiality, and accountability of information system resources and information processed throughout the iEMS life cycle.  Ensures AF and DoD INFOSEC (Information Security; also known as COMPUSEC) program principles are established and applied to the iEMS application, and provides advice and guidance in its implementation and in procedures used in the development and operation of iEMS.  Provides assistance and recommendations to the iEMS Program Manager for implementation of INFOSEC guidelines.  Disseminates information and ensures computer security practices are adhered to by all functional areas with the iEMS Program Office.  Reviews, analyzes, and validates certification and accreditation (C&A) packages.  Continuously identifies and analyzes threats and vulnerabilities to the iEMS application to maintain an appropriate level of protection.  Ensures computer software designs address information system security requirements.  Accomplishes risk analysis, security testing, and certification due to modifications or changes to computer systems.  Evaluates, assesses, or locally tests and approves all hardware, software, and firmware products that provide security features prior to use for the iEMS application.  Ensures all software used within the iEMS Program Office conforms to applicable AF and DoD standards.   

2.  Writes and tests a variety of IA plans to include Disaster Recovery Plan, Continuity of Operations Plan, Software Testing Plan, Configuration Control Plan, and others as directed by the iEMS Program Manager.  Performs thorough research from a wide range of DoD regulations; AF regulations; Defense Information Systems Agency (DISA) guidance such as Security Technical Implementation Guides (STIGs); and industry best practices, and applies such guidance to robust security plans.  Tests plans in accordance with AF, DoD, and DISA standards.  Records test results in Enterprise Mission Assurance Support Service (eMASS), Enterprise Information Technology Data Repository (EITDR) or other systems as required.  Suggests improvements to IA plans to maintain high levels of data availability, data integrity, non-repudiation and confidentiality of iEMS system data.  Works with iEMS Program Manager during DoD Information Assurance Certification and Accreditation Program process (DIACAP) or Risk Management Framework (RMF) to ensure that the iEMS application obtains and maintains certification and accreditation on the DoD and AF Information Grid.  Works with NGB, Wing, and other IA entities to maintain currency in IA posture and standards.

3.  Manages the iEMS Information Security Program.  Implements and advises on IT security policies and procedures to ensure protection of information processed and stored by the iEMS application.  Utilizes current and future multi-level security products collectively to provide data integrity, confidentiality, authentication, non-repudiation, and access control for the iEMS application.  Reports to the iEMS Program Manager all incidents involving viruses, tampering, or unauthorized system entry.  Controls access to prevent unauthorized persons from accessing iEMS.  Under the direction of the iEMS Program Manager, manages access to privileged roles (local administrator) for the iEMS website.  Reviews applicable server log files to evaluate unusual circumstances to recognize and define potential vulnerabilities and selects and oversees the installation of physical and technical security barriers to prevent others from improperly obtaining such information.  

4.  Serves as the Network Manager for the iEMS Program Office development environment.  Maintains servers, routers, switches, and associated equipment used in the development environment.  Installs, updates and patches required software used for website development.  Works in close contact with Air National Guard (ANG) and Army National Guard (ARNG) Information Assurance personnel to ensure that the iEMS application contains necessary safeguards to ensure data integrity and availability throughout the development and implementation phases of the application.  Advises the iEMS Program Manager of changes to technology and evolution of threats to eliminate or minimize code that may be susceptible to exploitation.

5.  Works closely with iEMS hosting center to ensure hardware and software patches to all servers used by the iEMS application are applied as directed by AF and DoD.  Ensures INFOSEC posture is maintained to prevent denial of service to iEMS.  Manages anti-virus program for the iEMS Program Office and ensures iEMS servers are sufficiently protected against viruses or other malware.

6.  Communicates effectively in writing and verbally.  Establishes professional relationships and works closely and effectively with a variety of personnel from outside agencies to include NGB, AF, DoD, and Area Processing Center 2, McConnell AFB, Wichita, KS.  Such agencies employ active duty, National Guard, civilian, and contract employees at various rank and grade levels.  

7.  Performs other related duties as necessary or assigned. 

SUPERVISORY CONTROLS:  The supervisor, in consultation with the incumbent, makes assignments, determines overall priorities, and sets timeframes for completion.  The incumbent independently plans and carries out projects and analyses of the organization’s requirements, and coordinates with other security specialists and NGB headquarters.  The incumbent, having developed expertise in multiple areas of security (i.e., computer, networks, etc.) is independently responsible for planning and carrying out the work, resolving most of the complex, controversial, or unprecedented issues or conflicts that arise, applying and interpreting policy on own initiative in terms of established objectives.  Incumbent keeps the supervisor informed of progress, potentially controversial matters or unusual conditions with far-reaching implications, such as security violations.  The supervisor reviews completed work for soundness of overall approach, adherence to requirements, effectiveness in meeting requirements and feasibility of recommendations.

PERSONAL WORK CONTACTS:  Personal contacts include functional area users (comparable IA personnel) in other organizations within NGB A4, NGB A2/3/6 or similar organizations.  In addition, contacts often take place with personnel of other agencies within and outside the state, representatives of professional associations, equipment or application software vendors, and contractors. 

MANDATORY REQUIREMENTS / REQUIRED EXPERIENCE:  As stated in the State Vacancy Announcement. 

FLSA Overtime Code:  I (IT Worker; Exempt/straight-time)

EEOC:  B02

WWC:  8742 

JULY 2016




