STATE OF IDAHO
MILITARY DIVISION

Human Resource Office (HRO)

State Personnel Branch

4794 General Manning Avenue, Building 442

Boise, Idaho 83705-8112
Telephone:  (208) 422-3345/3346/3347
STATE VACANCY ANNOUNCEMENT
*Registers established from this announcement may remain valid for up to one year

to fill statewide vacancies in the same classification.

OPENING DATE:  
12 December 2013
ANNOUNCEMENT NUMBERS:
13-55-N
AREA OF CONSIDERATION:

Open to current members of the Idaho National Guard
POSITION TITLE:
Information Technology (IT) Senior Network Analyst
PAY GRADE:
   
NGA-11C
POSITION CONTROL NUMBER: 
8605
CLASS CODE:  
   
01635
SALARY:
   
 
$28.67 to $37.27 hourly
FLSA CODE: 

I - Exempt
DUTY LOCATION:  
Military Division, IT Management Office, Gowen Field, 




Boise, ID

TYPE OF POSITION:  
Civilian Nonclassified
COMPATIBLE MILITARY FIELD:
Not applicable

CLOSING DATE:  
28 December 2013
1.  HOW TO APPLY:  Application forms and announcements are available at the Human Resources Office (HRO), 4794 General Manning Avenue, Building 442, Gowen Field, Boise, Idaho, 83705-8112 and at Internet address http://inghro.idaho.gov/Jobs.htm and http://inghro.idaho.gov/hr/forms/forms.htm.  Submit application packets to the above listed street address no later than 4:30 p.m. of the announcement closing date.  Applications may be faxed to (208) 422-3348 (Attn:  HRO State Personnel Branch).  
Applications will not be accepted via e-mail except from deployed Service members, DOD Civilians, and DOD Contractors serving overseas in support of contingency operations.  Applicants are responsible for contacting the HRO State Personnel Branch to confirm receipt of e-mailed applications.

Your application packet must include an Employment Application (SPB-1) and attached sheet(s) of paper that provide your individual responses to each of the Mandatory Requirements and Knowledge, Skills and Abilities (KSAs) listed under Qualification Requirements on this announcement.  Applicants may additionally submit a resume and/or other supplemental documentation to support qualifications.  If you request Veterans’ Preference you must submit a completed War Era Veterans’ Preference Form (SPB-1a) and provide supporting documentation demonstrating eligibility.   

The Military Division monitors recruitment and selection programs in order to assure equal employment opportunity.  We appreciate your cooperation by voluntarily furnishing us with an Equal Employment Opportunity Worksheet, (SPB-1b). 

2.   QUALIFICATION REQUIREMENTS – Mandatory Requirements and Knowledge, Skills and Abilities (KSA):  You must provide individual responses on paper to each of the following Mandatory Requirements and KSAs.  
a. Applicants must meet the following Mandatory Requirements (conditions of employment).  You must provide individual affirmative responses (i.e., I am…; I have…; I will...) on paper to each mandatory requirement (1-7) below or you application cannot be further considered.
(1)  Must have and maintain a valid and unrestricted State issued driver’s license.

(2)  Must submit to and pass a National Agency Check (NAC) criminal background investigation.  Must be eligible to obtain and maintain a Department of Homeland Security or Department of Defense “Secret” Security Clearance, if required. 

(3)  Must have current or expired CCNA or higher Cisco certification.

(4)  Must be able and willing to travel by all modes of transportation and stay at destinations for moderate periods of time.

(5)  Must be able to work nights and weekends if required to support State EOC activation or other emergencies or major network outages.

(6)  Must comply with NIMS training requirements to work in the State EOC within 1-year of start date of employment.

(7)  Incumbent must have, or be eligible and willing to obtain, a U.S. Passport for international travel to foreign destinations (i.e. Canada). 

b. Applicants must have 5-years of specialized experience performing related work.  You must provide individual responses on paper to each Knowledge, Skill, and Ability requirement (1-10) below or your application cannot be further considered.
In your responses describe your civilian and military education, training, and work experience that is relevant to the position as it relates to the following KSAs.  (The KSA responses are used to assist in the determination of the best-qualified applicants.)  

(1)  Describe any combination of education, training, and experience which demonstrates 
competence in the following:
· Cisco routers and switches
· Cisco Wireless access controllers and access points

· Cisco Call Manager and related voice and video devices including bridges and gatekeepers
· VOIP and video systems user training
· Designing, troubleshooting, and deployment of BGP, MPLS, OSPF, and EIGRP routing protocols implementations

· Designing, troubleshooting, and deployment of STP, VTP, and other switching protocols

· Implementation of network security

· Implementation of IP traffic shaping, policing, and use of QOS

· SolarWinds Network management systems

· Oral and written communication, including the ability to communicate both verbally and visually, instructions to and descriptions from non-technical persons on technical subjects

· Personnel supervision


(2)  Describe experience dealing with radio over IP applications.


(3)  Describe any mobile device network management experience.


(4)  Describe experience documenting graphically and verbally network designs and implementations.

(5)  Describe experience using network diagnostic tools.

(6)  Describe any knowledge of Microsoft server products and active directory.

(7)  The ability to use standard PC based programs, including but not limited to:  Microsoft Office products, and other PC applications.

(8)  The ability to develop and supervise major projects involving internet protocol networking devices.

(9)  Describe any experience implementation of SNMP enabled device management systems.

(10)  Describe any NIMS certifications and or emergency management experience.

3.  SUMMARY OF DUTIES:  Refer to the attached position description.

4.  CONDITIONS OF EMPLOYMENT:


a.  Each person hired will be required to provide verification of eligibility to work in the United States (Public Law 99-6603) and may be subject to a criminal background check.


b.  Refer to the attached position description for the Mandatory Requirements of this position.


c. The State of Idaho, Military Division is an Equal Opportunity employer.  Selection for this position will be made without regard to race, color, religion, sex, national origin, political affiliation, marital status, physical handicap or age which does not interfere with job accomplishment.  Appropriate consideration shall be given to Veterans in accordance with applicable state and federal laws and regulations.

5.  PERSONNEL MANAGER CERTIFICATION:  The title, series, grade, duties and responsibilities are complete and accurate as written and a current or projected vacancy exists as advertised. 

Paula R. Edmiston

Human Resources Manager








Military Division – State Personnel Branch
JOB TITLE:  INFORMATION TECHNOLOGY (IT) SENIOR NETWORK ANALYSTPRIVATE 

POSITION CONTROL NUMBER:  8605

CLASS CODE NUMBER:  01635

PAY GRADE:  NGA-11C

INTRODUCTION:  This position is assigned to the Information Technology (IT) Management Office, within the State of Idaho – Military Division.  The purpose of the position is to support the Idaho Military Division (IMD), the Bureau of Homeland Security (BHS), and Public Safety Communications (PSC) in carrying out statutory responsibilities such as implementing a statewide all hazards incident management system and maintaining the State of Idaho Emergency Operation Center (IDEOC).  Internet Protocol (IP) network communications systems including voice, video, and data applications, are critical to those areas of statutory responsibility and require the incumbent to assist in their reliable, secure, and robust statewide operations.

DUTIES AND RESPONSIBILITIES:

1.  Incumbent is the subject matter expert for the Idaho Military Division on switching, routing, voice and video network IP protocols.  Lead technical staff in network planning, implementation, security and monitoring methods that should be used to provide the best performance, security, and availability of the networks IMD operates.  Assist in determining future network infrastructure asset requirements.

2.  Design configurations for Cisco routing and switching equipment to meet client network needs that are secure.  Update firmware and software of network devices to eliminate vulnerabilities that could be used in a cyber-attack.  Configure Cisco firewalls to secure the networks and still allow necessary connectivity for application and services.

3.  Configure SolarWinds server applications to monitor, generate reports, alert on outages, automate configuration changes, audit configurations based on polices, and analyze the networks for tuning purposes.  Develop customer alerting and reporting services for their networks.
4.  When required, work with the Public Safety Communications staff in support of communications planning, layout, configuration, troubleshooting, and installation of Public Safety Communication systems interoperating with other agencies. 

5. Design configurations for Cisco routing and switching equipment that implements QOS, traffic shaping and traffic policing policies to meet customer network SLA requirements, and preserves bandwidth for primary network uses.

6.  Assist other IT staff supporting the Cisco call managers and voice devices.  Assist other IT staff with operating and training on Cisco MCU, gatekeeper devices, and VTC endpoint devices.

7.  Perform IT related duties in the IDEOC organization when the IDEOC is activated and IT personnel are assigned shift work.  Follow Incident Command System (ICS) protocols and ensure National Incident Management System (NIMS) compliance.

8.  Perform other related duties as necessary or assigned.


SUPERVISORY CONTROLS:  Work is performed under the general supervision of the IMD Chief Technology Officer.  Work is performed independently in most cases.  Incumbent must display initiative, tact, and good judgment.

PERSONAL WORK CONTACTS:  Contacts include Bureau of Homeland Security, Idaho National Guard, and Idaho Military Division Staff; city, county, state and federal employees; communications technicians from various public and private agencies, companies and organizations; and other parties as directed by supervisors and managers.

PHYSICAL REQUIREMENTS / WORKING CONDITIONS:  The majority of the work is performed at the Idaho Military Division Information Technology Office located at Gowen Field in Boise, Idaho.  Work requires some physical exertion including walking, bending, stooping, lifting and carrying of moderately heavy computer equipment and supplies up to 50 pounds.  Incumbent may be required to climb a ladder for wiring.  Work requires travel within the state, and may require additional travel outside of the state for conferences and training.  Incumbent is required to work after normal work hours and on weekends, and may be required to deploy to the field during emergencies or disasters.

MANDATORY REQUIREMENTS / REQUIRED EXPERIENCE:  As stated in the vacancy announcement.

FLSA Overtime Code:  I (Exempt; Straight-time)

DECEMBER 2013 (Title Revised)


