STATE OF IDAHO
MILITARY DIVISION

Human Resource Office (HRO)

State Personnel Branch

4794 Farman Street, Building 442

Boise, Idaho 83705-8112

Telephone:  (208) 272-4236/4237
STATE VACANCY ANNOUNCEMENT

*Registers established from this announcement may remain valid for up to one year
to fill statewide vacancies in the same classification.
OPENING DATE:  
4 December 2012
ANNOUNCEMENT NUMBER:
12-21-MN/MW
AREA OF CONSIDERATION:

Restricted to current State employees assigned to the Installation Support Unit (ISU).  The requirement for military membership will be waived if a current Civilian Nonclassified State employee is selected.  
POSITION TITLE:
Electronics Security System Technician
PAY GRADE:

NGA-8
POSITION CONTROL NUMBER:    
3026
CLASS CODE:  

20223
SALARY:
   

$20.70 to $26.91 hourly

FLSA CODE: 

Covered
DUTY LOCATION:  
Military Division, Installation Support Unit (ISU), Gowen Field, Boise, Idaho
TYPE OF POSITION:  
Military Nonclassified, Army or Air, Enlisted
COMPATIBLE MILITARY FIELD:
Not applicable


CLOSING DATE:  
18 December 2012



1.  HOW TO APPLY:  Application forms and announcements are available at the Human Resources Office (HRO), 4794 Farman Street, Building 442, Gowen Field, Boise, Idaho, 83705-8112 and Internet address http://inghro.state.id.us/Jobs.htm    and   http://inghro.state.id.us/hr/forms/forms.htm.

Submit application packets to the above listed street address no later than 4:30 p.m. of the announcement closing date.  Applications will not be accepted via e-mail except from deployed Service members, DOD Civilians, and DOD Contractors serving overseas in support of contingency operations.  Applications may be faxed to (208) 422-3332 (Attn:  HRO State Personnel Branch).  Applicants are responsible for contacting the HRO State Personnel Branch to confirm receipt of the e-mailed or faxed applications.  

Your packet must include an Employment Application (SPB-1) with attached sheet(s) of paper that provide individual responses to each of the Mandatory Requirements and Knowledge, Skills and Abilities listed under Qualification Requirements of this announcement.  Applicants may additionally submit a resume and/or other supplemental documentation to support qualifications/experience.  

If you request Veterans’ Preference you must submit a completed War Era Veterans’ Preference Form (SPB-1a) and provide supporting documentation demonstrating eligibility.   

The Military Division monitors recruitment and selection programs in order to assure equal employment opportunity.  We appreciate your cooperation by voluntarily furnishing us with an Equal Employment Opportunity Worksheet, (SPB-1b).  

Failure to provide a complete packet may prevent you from being considered for this position.

2.   QUALIFICATION REQUIREMENTS – Mandatory Requirements and Knowledge, Skills and Abilities (KSA):  Provide individual responses on paper to each of the following Mandatory Requirements and KSA's  (both a. 1-6  and b. 1-9).  In your responses, describe your civilian and military education, training, and work experience that is relevant to the position as it relates to the following KSA’s.  (The KSA responses are used to assist in the determination of the best-qualified applicants.)   
a.  Applicants must meet the following Mandatory Requirements.  Provide individual responses on paper to each mandatory requirement (1-6) below:

NOTE:  You must respond affirmatively to each mandatory requirement, or your application will not be further considered.

(1) Must be an enlisted member of the Idaho National Guard.
(2) Must have a diverse military background which sufficiently supports an understanding of
 military protocol, operations, security, policy, and procedures.
(3) Must maintain a valid and unrestricted state issued driver’s license.
(4) Must be eligible to obtain and maintain a “Secret” security clearance.
(5) Must never have been convicted by civilian/military court, except for minor traffic 
violations or similar infractions.
(6) Must have graduated from or be willing to attend and complete the NGB ESS
Certification Course in Little Rock, Arkansas.   

b. Applicant must have 24-months of experience performing related work.  You must provide individual written responses on paper to each Knowledge, Skill, and Ability requirement (1-9) below: 

NOTE:  You must provide adequate examples for each of these elements so that a panel of subject matter experts may evaluate and determine your possession of each knowledge, skill, or ability.  Without adequate examples, the panel will not be able to properly assess your qualifications for this position.


(1)  Knowledge of electronics; be thoroughly familiar with basic electronics and understand how systems and sub-systems interlink with each other (alarm systems, radios, telephone lines, telephones, and computers).


(2)  Knowledge of troubleshooting techniques; understand how to diagnose the problem, locate the cause, and repair the faulty equipment independently.

(3)  Knowledge of, and ability to install, operate and maintain card reader systems, camera/video security systems, intrusion detection systems and communication systems.

(4)  Ability to use various types of test equipment, to include special and common hand tools.


(5)  Ability to design, modify, fabricate, and install electronic systems and special equipment.


(6)  Ability to read, interpret and develop schematic and wiring diagrams.

(7)  Ability to communicate effectively and instruct others on the systems maintained.

(8)  Ability to use maintenance manual, technical publications, directives, and Standard
Operating Procedures.


(9)  Must possess skills associated with common office software packages (MS Word, MS Excel, MS PowerPoint, and MS Outlook).  
3.  SUMMARY OF DUTIES:  Refer to attached position description.

4.  CONDITIONS OF EMPLOYMENT:


a.  Each person hired will be required to provide verification of eligibility to work in the United States (Public Law 99-6603) and may be subject to a criminal background check.


b.  Refer to the attached position description for the Mandatory Requirements for this position.


c. Military Nonclassified employees are required to comply with military standards and wear the appropriate uniform.  


d.  Incumbent must be an enlisted member assigned to the Idaho National Guard unless otherwise waived by the Adjutant General.  Loss of military membership or compatible military grade/status will result in loss of employment.   


e. The State of Idaho, Military Division is an Equal Opportunity employer.  Selection for this position will be made without regard to race, color, religion, sex, national origin, political affiliation, marital status, physical handicap or age which does not interfere with job accomplishment.  Appropriate consideration shall be given to veterans in accordance with applicable state and federal laws and regulations.

5.  PERSONNEL MANAGER CERTIFICATION:  The title, series, grade, duties and responsibilities are complete and accurate as written and a current or projected vacancy exists as advertised.
Paula R. Edmiston

Human Resources Manager








Military Division – State Personnel Branch
JOB TITLE:  ELECTRONIC SECURITY SYSTEM TECHNICIAN 


POSITION CONTROL NUMBER:  3026, 5611 & 5700


CLASS CODE NUMBER:  20223

SALARY GRADE:  NGA-08

INTRODUCTION:  These positions are assigned to the Installation Support Unit (ISU), within the State of Idaho - Military Division.  The purpose of these positions is to furnish installation, operation, and maintenance (IO&M) of Electronic Security System (ESS) equipment at designated facilities listed on the current Facilities Inventory and Stationing Plan (FISP) for the Idaho Army National Guard (IDARNG).  Those facilities include Readiness Centers, AASF, JFHQ, AFRC, CSMS, MATES, UTES, ASP, FMS, OMS, USPFO Warehouses, CHP and other facilities as approved by the ARNG-ILI-F ESS Program Manager that has such federal system requirements.  Incumbents provide program coordination in accordance with Appendix 4 of the Master Cooperative Agreement (MCA).   
DUTIES AND RESPONSIBILITIES: 

1.  Provide ESS IO&M for designated IDARNG facilities and equipment according to Army Regulations (AR) 190-11, -13, -51, and ARNG-ILI-F ESS criteria, standards, and metrics. 

2.  Install, service and repair a variety of commercial ESS equipment to include cellular backup systems, balanced magnetic switches, ultrasonic motion sensors, seismic sensors, passive infrared sensors, microwave motion sensors, telephone line security equipment, door strikes, card readers, door contacts, power supplies, closed circuit TV monitor systems, ADEMCO Intrusion Detection Systems (IDS), CISCO/PELCO Camera Systems, CCURE Access Control Systems, and other similar equipment.

3.  Keep records and daily accountability of all sensitive items and assigned equipment.  Perform proper maintenance on all assigned equipment and vehicles.  Use special and common hand tools and power tools to make intricate repairs.  Fabricate items when necessary to repair mechanical and electronic equipment.  Use various types of test equipment, such as multi-meters, oscilloscopes, telephone test sets, video test sets, net work test sets and other available test equipment to localize faults to system components or within the wiring itself. 

4.  Conduct ESS trouble shooting.  Diagnose nature and extent of equipment malfunctions and repair to working order.  Determine whether ESS equipment can be economically repaired, or declared unserviceable, and perform required maintenance to restore system to a serviceable condition.  Repair ESS equipment on site or at the ESS shop, and if necessary, send back to the manufacturer for repair.  Make complete visual inspection of ESS items repaired for appearance, security of all connections and wiring.  Electronically program ESS commercial equipment and make final operational test prior to releasing to supported unit.  Provide instructions to owners on proper operation and user level trouble shooting for ESS systems. 

5.  Maintain the CCURE Badging Control Station that produces proximity badges and account for all badges issued to employees working in the Idaho Military Division.  Issue proximity badges to new users and delete badges that are no longer required.  Program all door locks in the CCURE system to accept/deny access based upon access settings and ensure the monitoring station for the Badging Control System is functioning within specifications.  

6.  Develop and implement an ESS Standardized Operating Procedure (SOP) for the IDARNG and interpret and identify current Army regulations.  Provide general oversight of building managers and vault custodians to ensure compliance with SOP and Army regulations regarding the issuance of IDS access codes.  Issue new IDS access codes to users and delete codes that are no longer required.

7.  Install and maintain ESS monitoring equipment at a monitoring facility designated by the IDARNG that is in compliance with UL 827 and UL 2050 as prescribed by the Unified Facilities Guide Specification, Division 28, Section 28 16 00.00 20, dated April 2006, and initiate action necessary to obtain appropriate response timing.

8.  Develop budget input for all badge control systems, IDS, CCTV and access control upgrades and maintenance.  Inventory and develop budget input for ESS repair parts and supplies and reorder when necessary.  Keep supervisor aware of any deficiencies in equipment, vehicles, or training. 

9.  Design, plan and install new ESS to replace older commercial systems and for new construction.  Prepare drawings, requisition information and detailed installation plans for each system to be installed complying with NGB guidance and perform system tests when installation is complete.

10.  Develop and maintain a semi-annual service schedule for all supported electronic security systems and perform semi-annual services/inspections on each electronic security system’s installation, operation and maintenance as specified by AR 190-11.  Develop and maintain a database of all electronic security systems, including system inventories, digital communications programs, maintenance records and maintenance schedules. 

11. Uphold the Military Division’s EEO policy.  Meet grooming and uniform standards and project a professional appearance at all times while on duty.  Maintain high standards of professional conduct, and arrive at the appointed place of duty in a timely manner and in compliance with the Military Division’s Drug and Alcohol Free Workplace Policy.  Review and submit I-TIME payroll by the last day of each payroll period.  Immediately inform Supervisor of any major incidents or problems that occur during shift.

12.  Perform other related duties as necessary or assigned.

SUPERVISORY CONTROLS:  Work is performed under general supervision.  The incumbent exercises a wide-latitude of independence and must display initiative, tact, and good judgment.  Incumbent may independently plan the work sequence and will determine the nature of the trouble and extent of repairs required on equipment, referring only difficult problems to the supervisor for technical advice.  Work is spot checked for compliance with acceptable trade practices, directives and operating procedures by the supervisor.  Published guidance is usually available to include manufacturers repair manuals, schematic layouts, block diagrams, technical manuals, and standard operating procedures.  Commercial technical support may also be available.  Incumbent is considered a technical authority on developing local guidance and interpreting ESS requirements, which include NGB guidance, DoD and Army regulations.  The employee uses initiative and resourcefulness in researching and implementing new and improved ESS methods and analyzes trends pertaining to system malfunctions and lapses in electronic security.

PERSONAL WORK CONTACTS:  Contacts include managers, supervisors, and employees of the Idaho National Guard, civil authorities, federal agencies, contractors, NGB Staff, and other armed forces personnel.  Contacts may take place in a non-routine, unstructured environment and often involve various ESS or physical security issues, to include new construction. Incumbent may be asked to present, explain, and defend a policy or desired program change in formal briefings, meetings, and conferences. 

WORKING CONDITIONS / PHYSICAL DEMANDS:   Work is usually performed in an office or shop environment that is adequately lighted, heated, and ventilated.  Daily work outdoors is normally done in good weather; however, working under poor to severe weather conditions can be expected when correcting ESS operational deficiencies.  Work involves standing, climbing, bending and (occasional) cramped or awkward positions.  Climbing ladders and working from a boom truck can be expected on a weekly basis.  Incumbent handles objects weighing from 10 to 40 pounds and prolonged standing may be expected.  Personnel are exposed to an arid desert environment, the possibility of cuts, bruises, scrapes, broken bones, and serious burns caused by electrical shock, RF energy and hot components.  The incumbent is on-call 24/7, and must be willing to respond when needed.  Extensive travel required.

MANDATORY REQUIREMENTS / REQUIRED EXPERIENCE:  As stated in the State Vacancy Announcement.

Overtime Indicator = C (Covered - time and one-half)

EEOC = C04 (Technical)

DECEMBER 2012 (Retitled/Updated)


