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25.

a. INTRODUCTION:

This position is located in the Command Section, Communications Squadron, Mission Support Group of an Air National Guard Flying Wing.  The primary purpose of this position is to serve as a senior information technology (IT) and communications specialist and consultant to management in support of installation IT and communications policy and plans to include the unit’s ability to provide command, control, communication, computer, and intelligence (C4I) programs essential to the operations, training, and readiness missions.  Analyzes organizational processes and procedures through assessment of management, operational, technical and administrative practices pertinent to the organization.  Identifies process, system, and training deficiencies by applying defect prevention principles and root cause problem resolution techniques and recommends corrective action for each.  Duties involve a wide range of IT and communications management activities that extend and apply to the entire organization.  Serves as an advisor to the Commander and senior staff members regarding compliance, readiness posturing, and mission limiting issues.  

b. DUTIES AND RESPONSIBILITIES:

(1) Performs studies and independently establish plans for improving the efficiency of information technology and communications processes.  Performs studies of all aspects of the installation’s information technology and communications programs, processes, and methods.  Evaluates existing systems and capabilities and initiates feasibility studies to determine ways and means necessary to enhance mission performance.  From those studies, derive cost benefits and /or required investment and recommends a best course of action along with proposed alternatives.  Evaluates the impact emerging technology will have on organization capabilities, customer needs, and mission readiness, while considering the organization’s resources.  Develops short and long range plans designed to meet changing IT needs of the organization.  Prepares justification to facilitate the prioritizing of current and future funding to support IT enhancements.  Prepares documentation and briefs management officials on specifics of requirements, both hardware and software, and outlines procedures to obtain and organize enhancements.  Produces system and program specifications and coordinates milestones, processing steps, program layouts, and interrelationships with management and other specialists of the IT Team.  Establishes methods necessary to integrate new technology into existing architecture, identifying conflicting system interface problems, and developing solutions.  

(2) Interprets a variety of technical requirements making independent judgments to determine organizational compliance with applicable instructions, procedures and practices.  Audits IT programs, processes and projects.  Continually assesses policy needs and interprets broad DoD, AF, and other higher headquarters guidance and applies it through development of policies for the area of responsibility. Establishes metrics to measure and evaluate systems and process performance, identifying workforce planning and management issues, e.g., proficiency, retention, and training.  Provides organization management with factual, objective assessments of the unit’s ability to perform the mission, ensuring the rigorous application of information security/information assurance policies, principles, and practices in the delivery of analysis services.  Accomplishes needs analysis and feasibility studies of IT operations, consulting with process owners to specify requirements, and define opportunities to improve business processes.  Provides management with information needed for direction of programs to include reports identifying limiting factors, opportunities, and availability of assets.

(3) Evaluates mission effectiveness, using standardized and locally developed evaluation programs and processes.  Manages the scheduling and accomplishment of managerial, personnel, technical and special evaluations.  Collectively evaluates management effectiveness, performance and technical proficiency of assigned personnel, equipment, and systems condition.  Coordinates and/or conducts management studies of organization, staffing, work measurement, methods, or procedures.  Monitors unit standardization/evaluation programs ensuring adherence to applicable directives.  Responsible for ensuring military duty position standards are established.  Defines metrics and measures progress toward accomplishment of unit plans, programs, goals, and objectives.

(4) Advises supervisors and managers on the evaluation of programs, policies, regulatory requirements, and procedures.  Recommends the establishment of quantity or quality criterion.  Develops baseline for use in measuring and analyzing organizational productivity and effectiveness.

(5) Develops process, management, administrative and technical evaluation plans for implementation.  Notes deficiencies, identifies necessary resources, and recommends corrective actions.  Reviews work processes to ascertain where procedures can be combined, distributed, or simplified to increase productivity, efficiency, or effectiveness.

(6) Recommends internal reporting and status tracking procedures to ensure adequate control in terms of deadlines, progress reports, and follow-up reports.  Manages the evaluation program to ensure required actions are tracked and completed.

(9) Prepares and maintains files and publications IAW current directives to include both paper and electronic media.

(10) Coordinates with HHQ elements, Program Management Offices, Specific System/Hardware Support Elements, OEM Vendors and Vendor Contracted support facilities for issue resolution. Research includes using various means and media to obtain needed information to accomplish the task.  May require the use of various stand alone (e.g., paper based, CD, DVD, etc.) or on-line (network or web based) methodologies to obtain needed information.

(11) Develops, implements and maintains work center training programs. Plans and schedules tasks and training activities for drill status guard members. Oversees and conducts on-the-job training (OJT) for personnel.  Creates and develops lesson plans. Ensures availability of facilities and training aids.  Monitors the training status of personnel and ensures that supplemental and/or remedial training is accomplished. Responsible for documentation of accomplished training in a timely manner.  May require the use of a directed automated training documentation system.

 (12) Performs other duties as assigned.

c. FACTOR DISCUSSION:
Factor 1 - Knowledge Required by the Position:


-- Expert knowledge of IT and communications system architecture, integration techniques, system analysis, and testing methods.

-- Knowledge of a wide range of IT principles, concepts, methods, advancements, policies, design, development, testing and applications, both hardware and software sufficient to assess the organization’s IT business requirements.

--Knowledge of the principles of information assurance, network security, and techniques to ensure serviceability, safe operation, proper configuration, accountability, and sustainability of systems to meet mission requirements.

--Knowledge of computer security concepts to guarantee authenticity and confidentiality of digital communications messages and transmissions, communication security principles, infrastructure security concepts, cryptography, access controls, attack prevention, encryption key generation and use, as well as operational and organizational security.
--Knowledge of emerging technologies, reviews technical periodicals, publications, commercial standards, and attends seminars.

-- Knowledge of a wide range of communications concepts, principles, and practices.  Work encompasses complex and uncommon interfaces and policies and practices; sources of technical data to evaluate new devices, proposals, and approaches; and a practical understanding of contracting procedures and legal requirements.

-- Knowledge of DoD and Air Force communications regulations, services, and instructions to ensure telecommunications services are in compliance with applicable regulations and instructions.  

-- Knowledge of operational and performance characteristics of telecommunications to develop procedures/policies/practices for local use.    

-- Knowledge of commonly used practices, guides, and a broad range of operating techniques concerning both standard and unique communications systems design installation and concept of operations.

-- In-depth knowledge in conducting interviews and evaluations, analyzing findings, and developing recommendations for corrections or improvements in the evaluated program.

-- In-depth knowledge of organization mission, objectives, and current processes, for preparation of IT policy and plans.
-- Knowledge of Air Force (USAF) and Air National Guard (ANG) policies, procedures, regulations, and precedents.

-- Knowledge of AF and ANG personnel, training and administrative programs, principles, and practices. 

-- Knowledge and skill in preparing and presenting findings and making recommendations through written and oral presentations.

-- Ability to work closely with management officials to ensure seamless implementation of systems; identify and anticipate server performance, availability, capacity, or configuration problems; resolve installation problems; identify and mitigate security vulnerabilities and risks; and maintain server integrity and availability.   
-- Ability to modify existing systems and relate all aspects of the work to overall system requirements, advise on and implement new technology, and offer alternative approaches in operating systems development and/or problem resolution.

Factor 2 - Supervisory Controls:   
The Commander provides general guidance and broadly defined objectives relating to scope and priority of projects, and in consultation with the employee, determines timeframes for accomplishment.  The employee is expected to proceed independently with most projects and produce acceptable results.  The employee serves as the technical expert in assigned area and plans, organizes, and carries out assignments, coordinates work with others, determines the approach and methodology to be used, and keeps the supervisor appraised of potential problems.  Approaches having potential policy impact are cleared with the supervisor.  Completed work is reviewed in terms of effectiveness in meeting requirements or achieving expected results.

Factor 3 – Guidelines:   
Guidelines consist of Federal, State, DoD, Air Force, ANG, and gaining command regulations, policies, standards, and objectives that are both general and specific in nature. While these guidelines are generally available, they are complicated, require careful interpretation and may be modified for application. The employee uses judgment in interpreting and applying guidelines to specific situations. The employee analyzes results and recommends changes. The employee will routinely be required to resolve conflicts to accomplish assigned tasks.

Factor 4 – Complexity:   
The work involves independent accomplishment of duties involving different or unrelated processes and methods, often with conflicting data and with several possible courses of action. Work involves development of local policy and procedures in coordination with other agencies. It is often necessary to gather and consolidate information from a wide variety of documents, reports, and other sources to prepare a complete plan or report.  Considerable amounts of data often must be gathered and interpreted, and substantial coordination with other personnel, both internal and external to the organization is required. 

Factor 5 - Scope and Effect:    

Purpose of the work is to plan and carry out projects; to study, analyze, and evaluate methods and procedures and make recommendations for improvement. Determine deficiencies and make constructive recommendations for improving methods and procedures. Identify problems, and analyze deficiencies, evaluate deviations from standards and plans; and determine cause and impact on mission. Findings and recommendations influence management decisions concerning operations within the organization.

Reports and findings of audits and investigations are used by unit and Wing/Base management to correct deficiencies, improve quality of internal operations, and facilitate service to other activities.

Factor 6 – Personal Contacts &

Factor 7 – Purpose of Contacts:      

Contacts are with employees and supervisors within the activity, but also include personnel outside the organization, such as counterparts in other organizations or states and with officials at State Headquarters or National Guard Bureau.  Contacts also include those with local agencies or vendors.

The purpose of the contacts is to gather information, resolve problems, and coordinate programs. Contacts typically involve such matters as identification of decision-making alternatives; appraisals of success in meeting goals, and recommendations for resolving administrative problems Contacts require persuading others to follow recommended methods/practices and to meet established deadlines.

Factor 8 - Physical Demands:   
Work is administrative in nature with no special physical demands. There is a requirement to walk, stand, bend, and carry light items.

Factor 9 - Work Environment:    
Work is performed in an office setting involving everyday risks or discomforts that require the normal safety precautions. The area is adequately lighted, heated, and ventilated. Visits to production areas are infrequent and relatively free of hazards.

d.  OTHER SIGNIFICANT FACTS:

Incumbent may be required to prepare for and support the mission through the accomplishment of duties pertaining to military training, military readiness, force protection and other mission related assignments including, but not limited to, training of traditional Guard members, CBRNE training, exercise participation (ORE/ORI/UCI/MEI/OCI/IG, etc), mobility exercise participation, FSTA/ATSO exercise participation, SABC training, LOAC training, weapons qualification training, participation in military formations, and medical mobility processing within the guidelines of NGB/ARNG/ANG/State/TAG rules, regulations and laws.  These tasks have no impact on the classification of this position and should NOT be addressed in any technician’s performance standards.

Conducts travel to and from offsite worksite(s) from the normal work area to perform assigned duties.  This may include Operating Locations (OL) and/or Geographically Separated Units (GSUs).  Due to distances involved, travel may involve one or more overnight stays.

Must be certified IAW DOD 8570.01-M, Federal Information Security Management Act of 2002, Clinger Cohen Act of 1996 and obtain Special Experience Identifier (SEI) 266, Information Assurance – Management Level I (IAM I), IAW current AF directives.

EVALUATION STATEMENT

A.  Title, Series and Grade:  IT Specialist, (PLCYPLN), GS-2210-11.

B.  Reference:  

1.  USOPM Job Family PCS for Administrative Work in the Information Technology Group, GS-2200, Information Technology Management Series, GS-2210, dated May 2001.

2.  USOPM PCS for Telecommunications Series, GS-0391, dated March 1990.

3.  USOPM PCS for Management and Program Analysis Series, GS-0343, dated August 1990

4.  USOPM PCS for Administrative Analysis Grade Evaluation Guide, dated August 1990 

C.  Background:  In 2006, the Communications Squadron underwent a major reorganization resulting in changes to many of the existing positions as well as the creation of a small number of new positions.  This position is one of those new positions and contained duties, responsibilities, and knowledge and skill requirements which were projected as necessary by the ANG/A6, Base Communication Unit Force Development Working Group.  Once a new position has been operational for a period of time (normally 6 – 12 months) it should be reviewed to ensure the duties, responsibilities, and knowledge and skill requirements initially projected materialize as envisioned.  In April 2008, the Base Communications Flights are restructuring from four subordinate units into two – an Operations unit and a Plans and Resources unit.  This PD is one of the position descriptions reflecting this change.  Another part of this restructuring process involves the alignment of ANG communications units with their counterparts in Department of Air Force; thus the Communications Flights are changing to Communications Squadrons.  As part of the 2008 restructuring, the Functional Manager’s Office took a close look at the requirements for a quality and efficient Standards and Evaluation position.  As a result of this review, the Functional Manager’s Office determined that while the duties didn’t require major revisions, the primary knowledge requirements originally projected are actually secondary to some of the knowledge and skill of the technical work being evaluated – the information technology and telecommunications knowledge and skill.  This position was revised to reflect changes in the duties as well as the knowledge and skill required for successful mission accomplishment.

D.  Series, Title, and Grade Determination:


1.  Pay Plan:  The work of this position is administrative in nature and is thus covered by the General Schedule; therefore, the appropriate pay plan for this position is GS.


2.  Series:  The primary purpose of this position is to perform analysis and evaluation of data regarding primarily in the command, control, communication, computer, and intelligence (C4I) programs.  This position is a mix of GS-0343, Management and Program Analysis; GS-2210, Information Technology Management; and GS-0391, Telecommunications Specialist work.  

This position uses the analytical techniques and evaluation processes common to the GS-0343 Management and Program Analysis occupational series.  This series includes positions which serve primarily as staff analysts and advisors to management on the effectiveness and efficiency of program operations.  The primary purpose of the work in this series is to provide line managers with objectively based information for making decisions on the administrative and programmatic aspects of agency operations and management.  The types of work performed by positions in this series may include such functions as:  performing cost benefit or economic evaluations of programs; analyzing new or proposed legislation or regulations for program impact; conducting productivity studies and recommending changes in organization, staffing, and work methods; identifying resources required to support varied levels of program operations; and developing specifications for new management information systems.  Positions in this series serve in a staff capacity and are not involved in the conduct or delivery of the line or mission-oriented work of the organization.  
To fully analyze the Squadron’s information technology capabilities and to develop recommendations for necessary program changes, the work requires knowledge and skill described in the OPM PCS for Administrative Work in the Information Technology Group, GS-2200, covering the Information Technology Management, GS-2210 Series.  The GS-2210 series covers two-grade interval positions for which the paramount requirement is knowledge of Information Technology (IT) principles, concepts, and methods.  IT includes systems and services used in the automated acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, assurance, or reception of information.  IT includes computers, network components, peripheral equipment, software, firmware, services, and related resources.  
To fully analyze the Squadron’s communications capabilities and to develop recommendations for necessary program changes, the work requires knowledge and skill described in the OPM PCS for the Telecommunications Specialist , GS-0391 series.  The GS-0391 series covers work that involves technical and analytical work pertaining to the planning, development, acquisition, testing, integration, installation, utilization, or modification of telecommunications systems, facilities, services, and procedures.  
The knowledge and skills for all three series, GS-0343, GS-2210, and GS-0391 are critical to successful performance of the work; however, the NGB/A6 Functional Manager has indicated that the GS-2210 knowledge and skill is paramount to those of the GS-0391 and GS-0343 series.  Since the GS-2210 knowledge and skill have been determined to be paramount to the other knowledge and skill requirements, the GS-2210 series has been determined to be series controlling.  

3.  Title:  The basic title for positions classified to the GS-2210 series is Information Technology Specialist or IT Specialist.  DoD guidance published in 2006 directs the use of the title IT Specialist.  The Policy and Planning specialty is defined as work which includes strategic planning, capital planning and investment control, workforce planning, policy and standards development, resource management, knowledge management, architecture and infrastructure planning and management, auditing, and information security management.  It further outlines functions commonly performed by specialists in policy and planning.  Many of those are found in this position including analyzing the strategic plans and policies of the squadron governing IT and communications activities.  The incumbent is required to analyze the work processes and policies of the entire squadron to assess squadron effectiveness and to identify needed changes to policies, operating procedures, and training.  While the work of this position requires skill in all areas of IT, the primary specialization comprising the majority of the IT work is Policy and Planning.  The DoD guidance authorized the following shortened version of PLCYPLN for the parenthetical title associated with the policy and planning specialty.  Thus a parenthetical title of “PLCYPLN” is added to the basic title.   


4.  Grade:  All three classification standards covering the GS-2210, GS-0391, and GS-0343 work provide grading criteria using the Factor Evaluation Format.   Those factors are assigned as the same level for the work in all three series and are reflected on the attached Factor Evaluation Statement (FES) position evaluation statement.  The final grade for this position is GS-11.

E.  Conclusion:  IT Specialist (PLCYPLN), GS-2210-11.

CLASSIFIER:  Debra J. Spilman, NGB-J1-TN-C
Date:  04 Apr 08
FACTOR EVALUATION SYSTEM
POSITION EVALUATION STATEMENT
	FACTOR
	FL
	PTS
	REMARKS

	1.  Knowledge Required by the Position
	1-7
	1250
	Work requires knowledge of major issues, program goals & objectives of the organization.  Meets FL 1-7.

Doesn’t meet FL 1-8.  Incumbent does not prepare recommendations for legislation.

	2.  Supervisory Controls
	2-4
	450
	Incumbent works independently. Completed work reviewed to ensure expected results are met.  Meets FL 2-4.  Does not meet FL 2-5 as the supervisor provides technical oversight.

	3.  Guidelines
	3-3
	275
	Guidelines are numerous and while they may lack specificity for all situations, precedents are present. Meets FL 3-3.  Does not meet FL 3-4 as guidelines are not scarce & inapplicable.

	4.  Complexity
	4-4
	225
	Studies involve substantive issues relating to work operations of the Squadron. Meets FL 4-4.  Does not meet FL 4-5 as work does not involve major NGB programs.

	5.  Scope And Effect
	5-3
	150
	Work processes support Squadron missions and have direct impact on the Squadron’s capabilities to meet mission requirements.  Meets FL 5-3.  Does not meet FL 5-4 as work does not impact a wide range of agency (NGB level) programs.

	6.  Personal Contacts

                 and

7.  Purpose Of Contacts
	3B
	110
	Contacts include persons outside ANG. Meets 3.  Does not meet 4 as regular contacts are not with top congressional staff officials.  Purpose is to advise, resolve problems, exchange information, and coordinate issues related to assignments. Meets b.  Does not meet c where contacts are highly resistant to accept recommendations.

	8.  Physical Demands
	8-1
	5
	Work is mainly sedentary. Meets FL 8-1.  Does not meet FL 8-2 which involves longer periods of standing, bending, and stooping.

	9.  Work Environment
	9-1
	5
	Work is performed in an office setting. Meets 9-1.  Does not meet 9-2 where the employee is regularly exposed to areas involving moderate risks and discomforts.  Protective clothing and gear are not required.

	              TOTAL POINTS ASSIGNED:
	2470
	      GRADE:  GS-11




FINAL CLASSIFICATION:  IT Specialist (PLCYPLN), GS-2210-11
Classifier: Debra J. Spilman, NGB-J1-TN-C
       Date:  04 Apr 08
2

