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25.
a. INTRODUCTION:

This position is located in the Operations Flight of a base Communications Squadron.  The purpose of this position is to serve as a customer support technician performing work involving analytical and evaluative duties related to computer networks (NIPRNET/SIPRNET) and/or telecommunications system with primary knowledge requirements of information processing methodology, information technology, telecommunications systems, computer capabilities, processing techniques, and data communications.  The incumbent specializes in one or more of the major information technology (IT) and/or communications systems managed and maintained by the Squadron - network infrastructure, wireless systems, and voice systems.  The network infrastructure systems include:  local/wide area networks (LAN/WAN), intrusion detection systems, closed circuit television, network switches, routers, information transfer nodes (ITN), and data terminal equipment.  The wireless systems include:  trunked UHF/VHF/HF systems, regulated and unregulated radio and wireless network systems, personal wireless communications systems (PWCS), wireless teleconferencing, and wireless LANs.  The voice systems include:  plain old telephone systems (POTS), networked voice, Voice over Internet Protocol (VoIP), voice mail systems, unified communications network systems, and Video Tele-Conferencing (VTC) networks.
To ensure full coverage for all systems supported, each incumbent is expected to maintain a high level of proficiency for all systems supported by the Communications Squadron.  While each incumbent may specialize in one system category, to ensure full coverage during workload fluctuations as well as employee absences, each incumbent will cross-train to support all IT and communications systems.  Throughout the year, each incumbent will perform customer support work for all three IT/communication system categories.  

b. DUTIES AND RESPONSIBILITIES:

(1) Manages the assigned IT/communications environment with privileged access at the network level.  Plans, coordinates, installs, and continuously analyzes system design, hardware and software.  Develops, recommends, and installs solutions and upgrades to ensure availability, integrity, efficiency, and reliability of all components of the assigned system.  Provides Information Assurance - Technical (IAT) II information systems support for all disciplines, ensuring the rigorous application of information security/information assurance policies, principles, and practices in the delivery of network services.   Perform system audits to assess security parameters and performance of IA controls within the network environment.
(2) Serves as a focal point for ensuring functionality and operability of the assigned IT/communications system environment.  Optimizes the functionality and performance of hardware and software systems and ensures availability, integrity, efficiency, and reliability of system resources.  Analyzes installation of any new hardware or software introduced into the environment to ensure its compatibility with existing architecture, its reliability, and functionality in relation to the organization’s business requirements.   Runs tests to verify operability and functionality; analyzes hardware and software malfunctions to resolve physical and logical processing problems; and recommends acquisition of programs or equipment which will resolve operational problems.  Provides on-going optimization and problem solving support; continually surveys system operation to identify potential systems problems which could lead to loss or serious interruption of service.  Initiates corrective or preventative measures to rectify immediate problems and prevent future occurrences.  Troubleshoots and diagnoses system failures to isolate source of problems.  Performs testing, troubleshoots, and corrects problems relative to interface and interoperability of system components such as hardware, systems software, and applications programs.  Provides proactive consultation and instruction with system users to ensure seamless implementation of changes.  Assesses the security of installed systems.  
(3) Provides customer technical assistance and support for all users.   Provides ongoing technical support to customers to ensure proper functional use of equipment and programs and to preclude undue interruptions to IT and communications services.  Works with customers to ensure efficient operations which support each units’ requirements.  Assists in solving problems associated with delivery of hardware and software orders.  Provides management with information necessary to address difficult and complex problems in automating work processes.  Tracks life of system equipment, prepares and provides analyses to determine future maintenance and replacement costs to help justify budget submissions.  Reviews purchase requests and statements of work, ensuring documentation is sufficient to justify enhancements necessary to keep systems current and ensuring requested equipment and applications are compatible with existing infrastructure.  Promotes use of assigned systems by providing instructions to functional area users on IT/communications processes and procedures associated with each supported system.  Works with customers to resolve integration or configuration related issues associated with a variety of different system platforms, operating systems, applications, and equipment configurations.  
(4) Determines customer requirements and assists customers by recognizing and analyzing trends and providing instruction and orientation services.  Identifies and documents system requirements for specific needs of customers.  Conducts in-depth analyses of system usage, user complaints, traffic interruptions, hardware and software capabilities, and other relevant factors.  Recommends methods and procedures and coordinates corrective action to optimize utilization of present equipment.  Ensures upgrades to the base IT and communications infrastructure are identified and assists customers in developing and submitting recommendations for additional equipment and funds.  Cooperates and works with squadron personnel in planning and developing new or additional infrastructure/architecture capabilities.  Identifies potential performance or capacity problems.  Works with technical support personnel in resolving problems.  Manages system user accounts, resets system passwords, and resolves firewall issues.  Responds to trouble reports by analyzing problems, providing solutions, and recommending actions necessary to avoid future difficulties such as enhancing, replacing, or modifying existing programs, applications, and equipment.   Maintains records of analyses, tests, and the techniques and procedures applied in problem resolution to establish a record of activities for future use.  Coordinates efforts between system customers, system support personnel, and commercial vendors to identify and resolve hardware, software, and other system anomalies.  Records problem reports as they occur and analyzes data to determine trends in use or performance that could lead to future problems.  Provides orientation in the use of new or changed technology.  Provides formal or informal training to ensure users understand the interrelationships of the system and are able to operate the system without undue difficulty.  Prepares user manual or instructions for assigned applications.  
(5) Conducts feasibility studies to identify and analyze system failures and analyzes data to determine if trends exist which forecast the need for future replacement or modification of system hardware and software.  Based upon the results of studies and the analyses of trends in usage and system problems, determines the feasibility of significant modifications vs. replacement to improve reliability.  Participates with operating officials, system users, and others in progress review of established systems to determine the reliability, productivity, and user friendliness of the existing system hardware and software.  As budget constraints dictate, evaluates alternative means of satisfying user requirements and provides management with the most technically feasible and cost efficient approaches to meet changing needs.  Uses benchmarks, performance measurement, and evaluation data in conjunction with modeling and simulation techniques in planning for increased capacity and to support additional workloads.  Performs independent research of literature and consults with a variety of vendors, IT and communications specialists in other agencies, and members of professional associations to determine availability and feasibility of modifying existing systems.  Provides cost analyses for new/upgrade infrastructure and architecture capabilities.  Keeps abreast of changes in technology to assist management in preparing for future enhancements.  Forecasts future needs and prepares recommendations, justifications, and specifications for equipment and applications.  Examines and evaluates alternative means of satisfying user requirements and makes recommendations to management regarding the most effective and efficient approaches.

(6) Coordinates frequency needs with command level spectrum management office to maintain current allocations and obtain new authorizations.  Secures operating authority, and ensures minimal interference by ANG radio frequency (RF) operations.  Analyzes RF spectrum requirements and determine compatibility with other users considering transmitter and receiver specifications, antenna data, emission characteristics, and modes of radio wave propagation.  Reviews and validates radio frequency allocations.  Maintains frequency records and associated databases.  Examines spectrum allocation data and frequency assignment records to determine suitability of specific equipment planned for deployment.  Provides spectrum management guidance to units deploying equipment in support of contingency, exercise, or wartime requirements.

(7) Installs, maintains, and repairs hardware devices supporting a broad range of information and communications systems.  Uses detailed knowledge of concepts, principles, methods, and practices with sophisticated diagnostic equipment and complex diagnostic software to identify and resolve internal system and network conflicts.  Applies diagnostic equipment to test, configure, evaluate, and optimize all high bandwidth circuits.  Designs, develops and conducts technical and operational tests and evaluations of a wide range of communications equipment and systems using performance management and measurement methods.  Coordinates and prepares items for contract or warranty repair or replacement as required.  Receives, inspects, installs, and verifies the proper operation of equipment returned.  Accomplishes required documentation.
(8) Performs other duties as assigned.

c. FACTOR DISCUSSION:
Factor 1 - Knowledge Required by the Position:


-- Knowledge of IT and communication systems integration methods, performance tuning methods, test and evaluation methods and procedures, IT security principles and methods, and project management principles and methods sufficient to plan and coordinate the installation of new products or equipment.

-- Ability to apply methods and practices for troubleshooting, recovering, adjusting, modifying, and improving systems to solve complex problems and provide support that minimizes interruptions in service to customers.

-- Knowledge of network operations and maintenance methods; network architecture optimization techniques; the capabilities and limitations of the computer equipment and system software configuration  in order to manage the tenant network, carry out network and/or telecommunications projects and coordinate efforts with others affected in the organization.

-- Knowledge of systems development, modification, testing, installation, operations, and maintenance methods as well as the organization’s network and communications architecture and protocols to provide support related to: test, evaluation, installation, configuration and modification of hardware and software for operating systems, network platform, interface connectivity; etc.; provision of network services and planning for increased or changed requirements; modifications and integration of network and communications systems consistent with existing or planned infrastructure/architecture; configuration management changes and upgrades; and connectivity between remote sites.

-- Knowledge of methods, principles, and practices covering troubleshooting of complex computer and communications system failures, recovery of systems, adjusting, modifying, and improving systems to include hardware and software components.

-- Knowledge of methods and practices involved in the integration of system components sufficient to optimize system performance.  

-- Knowledge of performance measurement tools, systems testing and diagnostics, COTS products, Internet technologies, analytical methods and practices, requirements analysis techniques in order to: test and optimize the functionality of the systems, networks, and data; provide advice on a wide range of IT issues; ensure optimal use of commercially available products; represent the organization in interactions with other organizations; prepare and present reports; conduct analyses and recommend resolution of difficult issues; identify and define business requirements applied to the development, implementation management and support of systems and networks; etc.
-- Knowledge of IT security principles and products; DOD and agency policies, procedures, regulations, directives, and requirements related to physical, personnel, emanations, and information security; methods for evaluating risk or vulnerability;  IT INFOSEC security requirements for certification and accreditation; network operations and protocols;  systems testing and evaluation, and performance management methods sufficient to plan and conduct security accreditation reviews for installed systems or networks and assess and advise on  new or revised security measures and countermeasures based on the results of accreditation reviews.    
-- Knowledge of the mission, objectives, terminology, and management practices Wing and tenant organizations to recognize probable areas of interaction and overlap between proposed and existing systems, system modifications and upgrades.  
-- Ability to gather facts and use effective analytical and evaluative methods to assess information, plan the sequence of actions necessary, make sound decisions, and solve a variety of computer software problems.
-- Ability to communicate effectively both orally and in writing and maintain effective relationships.
-- Ability to modify existing systems and relate all aspects of the work to overall system requirements, advise on and implement new technology, and offer alternative approaches in operating systems development and/or problem resolution.

-- Ability to stay well informed on rapidly changing technology to evaluate its possible impact on organization missions and to develop plans to satisfy requirements.

-- Knowledge of a wide range of communications concepts, principles, and practices, to accomplish work processes through the use of telecommunications devices, methods, services, and facilities.  Work encompasses complex and uncommon interfaces and policies and practices; sources of technical data to evaluate new devices, proposals, and approaches for satisfying communications requirements; and a practical understanding of contracting procedures and legal requirements.

-- Knowledge of operational and performance characteristics of telecommunications to define, coordinate, plan, and satisfy user requirements for telecommunications equipment, systems, or services, and to review, develop, or interpret communications policies and procedures.

-- Knowledge of DoD, Air Force, NGB, and ANG communications regulations, services, and instructions to ensure telecommunications services are in compliance with applicable regulations and instructions.  

-- Knowledge of operational and performance characteristics of telecommunications to develop procedures/policies/practices for local use.    

-- Knowledge of commonly used practices, guides, and a broad range of operating techniques concerning both standard and unique communications systems design installation and concept of operations.

-- Ability to review, analyze, and resolve difficult and complex technical problems involving systems compatibility, both installation-wide and external interoperability, circuits, switches, distribution, satellite linkages, and networking.
-- Practical knowledge of electronic principles and scientific theory with formulas such as circuit elements, digital logic, microprocessors, core memory, interface circuits, digital data transmission, microwave, antennas, signal behavior, amplifications, core memory, interface circuits, digital data transmission, microwave, antennas, signal behavior, amplification, and display to perform analysis, integration, interoperability, and diagnose conflicts in complex electronic ground communications operational systems consisting of numerous complex integral components and where circuit theory must be used to understand the operations of individual circuits, and the possible interaction of other circuits which create a malfunction. 

Factor 2 – Supervisory Controls:

The supervisor sets the overall objectives and, in consultation with the employee, determines time frames and possible shifts in staff or other resources required.  The employee, having developed expertise in the assignment, independently plans and carries out projects and analyses of the organization’s requirements; interprets policies, procedures, and regulations in conformance with established mission objectives; integrates and coordinates the work of others as necessary; and resolves most conflicts that arise.  The employee informs the supervisor about progress, potentially controversial matters, or far-reaching implications.  Completed work is reviewed for soundness of overall approach, feasibility of recommendations, compatibility with other work, or effectiveness in meeting requirements or achieving expected results.  Methods used are not normally reviewed by the supervisor.

Factor 3 – Guidelines:

Guidelines include agency, command and local standards, regulations, and technical guides for specific program areas which are not always completely applicable, or may have gaps in significant areas.  The employee is required to interpret, adapt or modify existing guides and precedents for application to the assigned project or gather considerable information to supplement gaps or lack of specificity in dealing with particular problems.  Judgment is required in relating precedent approaches to specific situations.  Established guidelines often must be interpreted.

Factor 4 – Complexity:

Assignments consist of projects, studies, or evaluations characterized by the need for substantial problem analysis.  Deciding what has to be done typically involves assessing situations complicated by conflicting or insufficient data which must be analyzed to determine the applicability of established methods.  The work requires  consideration of considerable data.  The level of difficulty is typified by developing specifications for major modifications to existing systems, or new systems where precedents exist at the same general scale of operation as the new systems.

Factor 5 – Scope and Effect:

The work involves resolving a variety of conventional IT and communications problems, questions, or situations, such as those where the employee is responsible for monitoring established IT and communications systems and programs, or performing independent reviews and recommending actions involving well-established criteria, methods, techniques, and procedures.  The employee’s work products, advice, and assistance affect the efficiency and operational effectiveness of established IT and communications systems, and contribute to the effectiveness of newly introduced programs and facilities requiring IT and communication support.  The effect of the work is primarily local in nature, although some systems may be developed for multi-facility or nationwide/international networks with interlocking telecommunications requirements.

Factor 6 – Personal Contacts &
Factor 7 – Purpose of Contacts:

Contacts include individuals or groups from outside the employing agency including consultants, contractors, vendors, instructors, or representatives of professional associations in moderately unstructured settings.  Contacts also include other agency officials several managerial levels removed from the employee on an ad hoc basis.  The employee must recognize or learn the role and authority of each party during the course of the meeting.     
The purpose of the contacts is to plan, coordinate, advise on work efforts, or to resolve issues or operating problems by influencing or persuading people who are working toward mutual goals and have basically cooperative attitudes.  Contacts typically involve identifying options for resolving problems
Factor 8 – Physical Demands:

Work is primarily sedentary, although there may be some carrying of books, printouts, manuals, files, and equipment.  The work does not require any special physical effort.             

Factor 9 – Work Environment:

Work is performed in a typical office setting with adequate lighting, heating, and ventilation.  The work environment involves everyday risks or discomforts that require normal safety precautions.  
d. OTHER SIGNIFICANT FACTS:

Incumbent may be required to prepare for and support the mission through the accomplishment of duties pertaining to military training, military readiness, force protection and other mission related assignments including, but not limited to, training of traditional Guard members, CWDE/NBC training, exercise participation (ORE/ORI/UCI/MEI/OCI/IG, etc.), mobility exercise participation, FSTA/ATSO exercise participation, SABC training, LOAC training, weapons qualification training, participation in military formations, and medical mobility processing within the guidelines of NGB/ARNG/ANG/State/TAG rules, regulations and laws.  These tasks have no impact on the classification of this position and should NOT be addressed in any technician’s performance standards.

Must be certified IAW DoD 8570.01-M, Federal Information Security Management Act Of 2002, Clinger Cohen Act of 1996 and obtain Special Experience Identifier (SEI) 264, IAW current AF directives. Information Assurance – Technical Level II (IAT II), IAW current AF directives.

EVALUATION STATEMENT

A.  Title, Series and Grade:  IT Specialist, (CUSTSPT), GS-2210-11.

B.  Reference:  

1.  USOPM Job Family PCS for Administrative Work in the Information Technology Group, GS-2200, Information Technology Management Series, GS-2210, dated May 2001.

2.  USOPM PCS for Telecommunications Series, GS-0391, dated March 1990.

C.  Background:  In April 2008, the Base Communications Flights are restructuring from four subordinate units into two – an Operations unit and a Plans and Resources unit.  This PD is one of the new position descriptions reflecting this change.  Another part of this restructuring process involves the alignment of ANG communications units with their counterparts in Department of Air Force; thus the Communications Flights are changing to Communications Squadrons.  
D.  Series, Title, and Grade Determination:


1.  Pay Plan:  The work of this position is administrative in nature and is thus covered by the General Schedule; therefore, the appropriate pay plan for this position is GS.


2.  Series:  This position is a mix of GS-2210, Information Technology Management and GS-0391, Telecommunications Specialist work.  The OPM PCS for Administrative Work in the Information Technology Group, GS-2200, covering the Information Technology Management, GS-2210 Series, covers two-grade interval positions for which the paramount requirement is knowledge of Information Technology (IT) principles, concepts, and methods.  IT includes systems and services used in the automated acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, assurance, or reception of information.  IT includes computers, network components, peripheral equipment, software, firmware, services, and related resources.  The GS-0391 series covers work that involves technical and analytical work pertaining to the planning, development, acquisition, testing, integration, installation, utilization, or modification of telecommunications systems, facilities, services, and procedures.  This position performs a wide variety of customer support, system analysis, and maintenance work associated with both the GS-2210 and GS-0391 series.  The majority of the work requires the GS-2210 knowledge and skill and the NGB Functional Manager’s office has indicated that the GS-2210 knowledge and skill are paramount.
While there is maintenance work performed which is covered by the Electronics Mechanic, WG-2604 occupation, the maintenance work is only incidental to the paramount purpose of the position to provide customer support and system architecture/configuration change recommendations related to managing a variety of IT and communications systems.
Since the GS-2210 knowledge and skill are paramount, the GS-2210 series is the most appropriate for this position.  

3.  Title:  The basic title for positions classified to the GS-2210 series is Information Technology Specialist or IT Specialist.  DoD guidance published in 2006 directs the use of the title IT Specialist.  While the work of this position requires skill in all areas of IT, the primary specialization which comprises the majority of the work is Customer Support.  The DoD guidance authorized the following shortened version of CUSTSPT for the parenthetical title associated with the Customer Support specialty.  Thus a parenthetical title of “CUSTSPT” is added to the basic title.   


4.  Grade:  Both the GS-2210 and GS-0391 PCS provide grading criteria using the Factor Evaluation Format.   Those factors are assigned as the same level for the work in both series and are reflected on the attached Factor Evaluation Statement (FES) position evaluation statement.  The final grade for this position is GS-11.

E.  Conclusion:  IT Specialist (CUSTSPT), GS-2210-11.

CLASSIFIER:  Debra J. Spilman, NGB-J1-TN-C
Date:  04 Apr 08
FACTOR EVALUATION SYSTEM
POSITION EVALUATION STATEMENT
	FACTOR
	FL
	PTS
	REMARKS

	1.  Knowledge Required by the Position
	1-7
	1250
	Work requires knowledge of major issues, program goals & objectives of the organization.  Meets FL 1-7.

Doesn’t meet FL 1-8.  Incumbent does not prepare recommendations for legislation.

	2.  Supervisory Controls
	2-4
	450
	Incumbent works independently. Completed work reviewed to ensure expected results are met.  Meets FL 2-4.  Does not meet FL 2-5 as the supervisor provides technical oversight.

	3.  Guidelines
	3-3
	275
	Guidelines are numerous and while they may lack specificity for all situations, precedents are present. Meets FL 3-3.  Does not meet FL 3-4 as guidelines are not scarce & inapplicable.

	4.  Complexity
	4-4
	225
	Studies involve substantive issues relating to work operations of the Squadron. Meets FL 4-4.  Does not meet FL 4-5 as work does not involve major NGB programs.

	5.  Scope And Effect
	5-3
	150
	Work processes support Squadron missions and have direct impact on the customer’s IT & communications capabilities.  Meets FL 5-3.  Does not meet FL 5-4 as work does not impact a wide range of agency (NGB level) programs.

	6.  Personal Contacts

                 and

7.  Purpose Of Contacts
	3B
	110
	Contacts include persons outside ANG. Meets 3.  Does not meet 4 as regular contacts are not with top congressional staff officials.  Purpose is to advise, resolve problems, exchange information, and coordinate issues related to assignments. Meets b.  Does not meet c where contacts are highly resistant to accept recommendations.

	8.  Physical Demands
	8-1
	5
	Work is mainly sedentary. Meets FL 8-1.  Does not meet FL 8-2 which involves longer periods of standing, bending, and stooping.

	9.  Work Environment
	9-1
	5
	Work is performed in an office setting. Meets 9-1.  Does not meet 9-2 where the employee is regularly exposed to areas involving moderate risks and discomforts.  Protective clothing and gear are not required.

	              TOTAL POINTS ASSIGNED:
	2470
	      GRADE:  GS-11



FINAL CLASSIFICATION:  IT Specialist (CUSTSPT), GS-2210-11
Classifier: Debra J. Spilman, NGB-J1-TN-C
       Date:  04 Apr 08
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