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	25. Description of Major Duties and Responsibilities (SEE ATTACHED)

	NSN 7540-00-634-4265 Previous Edition Usable 5008-106   Optional Form 8   US Office of Personnel Management (USOPM), FPM CHAPTER 295 [Equivalent]


25.

a.  INTRODUCTION
This position is located in an information management organization.  The purpose of the position is to serve as a systems administrator on one or more of the systems maintained/administered throughout the state.  The systems administered involve multiple computers that use multiple operating systems.  The incumbent is responsible for installing and testing the system security configuration and monitoring, operating, troubleshooting and maintaining server hardware and software.  

This position requires military membership.  It is designated for an Enlisted incumbent only.  In accordance with DA Pamphlet 611-21 and AFMAN 36-2108, the incumbent performs duties necessary to accomplish information technology management functions in support of command, control, communications and computers (C4) programs essential to state information management daily operations, training, and readiness missions.

b.  DUTIES AND RESPONSIBILITIES
--Develops, modifies, and tests overall system backup and recovery strategies for assigned systems.  

--Serves as a technical focal point for the installation and configuration of hardware and software on personal computers and for personal data assistants associated with assigned systems.

--Serves as a systems administrator responsible for planning, coordinating, modifying, implementing, and troubleshooting in order to meet customer needs.  Work pertains to the administration of all systems, including a myriad of associated hardware platforms, software applications and numerous interfaces included in the Local Area Network (LAN) and Wide Area Network (WAN). 

--Serves as a technical focal point on multiple operating systems and computer platforms.  Provides technical assistance and advice to personnel involved in system design, programming, database design, and modifying commercially developed software.  Determines equipment and communications requirements and interfaces with other systems.  Evaluates machine usage and develops plans for the necessary acquisition to support future automation (hardware and software) requirements.

--Analyzes, evaluates, and recommends hardware/software changes to various computer systems.  Considers factors such as compatibility with standard systems, conversion or implementation costs, and impact on existing equipment.  Installs, configures and tests products and equipment being reviewed.
--Develops guidelines, standard operating procedures (SOPs), bulletins and flyers regarding the operation/use of assigned C4 systems, services, and activities.  Analyzes policies, regulations, and system provisions governing standard operating systems and provides assistance and advisory services to users .

--Implements systems software changes, operating system releases and maintains the operational status of systems.  Coordinates with system developers to resolve solutions to hardware and/or software malfunctions.

--Performs security management in accordance with National Guard Bureau (NGB) regulations and state policies.  Reviews and implements local policies regarding system access, network rights, and physical access to systems and equipment.

--Implements state policy relating to systems storage requirements.  Designs and modifies the storage structure and correlation between systems.  Modifies system parameters on multiple operating systems, integrating the use of Storage Area Networks (SAN), to achieve maximum system efficiency.  Analyzes system operations to identify inefficiencies and takes action to resolve problems and ensure optimal performance and consistency.  

--Provides input to the state Continuity of Operation Plan (COOP) procedures for system disaster recovery.  COOP recovery includes reestablishment of systems at multiple sites and locations. 

--Troubleshoots problems and implements changes on multiple computer platforms.  Diagnoses system failures to isolate source of problems between equipment, system software, and application programs.  Provides solutions by modifying codes, devising fixes, documenting problems and advising responsible party.  Interacts with peers and vendors to resolve hardware and software problems and reports unresolved problems.

--Plans and schedules the installation of new or modified hardware, operating systems, and software applications.  Considers factors such as compatibility, conversion or implementation costs, and impact on existing equipment. Directs testing of vendor-provided software.  Advises staff on issues pertaining to operating systems and hardware status.  

--Performs other duties as assigned.

Factor 1 - Knowledge Required by the Position
--Knowledge of a variety of operating systems (ex. Windows NT, Windows 2000, Windows XP, Unix etc.) on desktop and server.

--Knowledge of project management techniques and tools sufficient to provide technical guidance on the implementation of emerging technologies.

--Ability to lead team members assigned to one or more locations in the state. 

--Knowledge of the principles and methods used for planning and managing the implementation, update, and integration of information system components. 

--Skill in troubleshooting problems and implementing changes on multifaceted and interdependent computer platforms.

--Skill in modifying application code and devising software patches or workarounds, documenting problems and advising the responsible party on support issues.

--Knowledge of, and skill in applying system design techniques, programming languages and hardware capabilities to analyze requests for new and modified applications.  

--Knowledge of and skill in applying storage management practices, assignment of resources, and file management techniques. 

--Skill in using performance tuning tools and techniques that are used to optimize systems functionality in order to meet installation systems requirements.

--Knowledge of the techniques and practices necessary to implement fault tolerance on a diverse number of complex systems and applications in order to optimize functionality and service to the customer base.

--Knowledge of system diagnostic tools and structured techniques for the recovery of failed systems and data access.

--Knowledge of analysis and design techniques to develop system software modifications, systems administration policy and procedures for use across the organization. 

--Knowledge of the overall architecture of the systems administered in order to install and maintain software and hardware configurations.

--Knowledge of state-of-art system software technology and related computer equipment to perform studies and to evaluate system changes.  
--Knowledge of the provisions and state-of-art hardware, software, and various approaches to networking and interfaces, as well as existing C4 infrastructure, to determine the applicability and susceptibility for use within the state. 
--Knowledge of a wide range of IT standards, principles, concepts, methods, policies, and authorized approaches.

--Knowledge of agency applications, operating systems and components, protocols, and various hardware and software used throughout the state in order to conduct system administration functions.

--Knowledge of agency security principles and methods.

Factor 2 - Supervisory Controls
Supervisor outlines overall objectives and resources available.  The incumbent, in conjunction with the supervisor, determines timeframes, scope of assignments and possible stages and approaches necessary to successfully accomplish the mission.  The incumbent has the responsibility for planning and carrying out projects and for coordinating with other experts from within and outside the organization.  The incumbent interprets regulations and applies new methods to resolve complex, controversial and unprecedented problems, keeping the supervisor or a higher-graded system administrator informed of potentially controversial matters.  Completed work is reviewed for soundness of overall approach, effectiveness in meeting objectives and feasibility of recommendations.  Methods used are not normally reviewed.  

Factor 3 - Guidelines
Guidelines consist of a wide variety of reference materials and manuals.  However, they are not always directly applicable to issues and problems or may have gaps in specificity.  Precedents that outline the preferred approach to problems or issues are available.  The incumbent exercises judgment in researching, choosing, interpreting, modifying, and applying available guidelines for adaptation to specific problems or issues.

Factor 4 - Complexity
The work involves planning, coordinating, installation, upgrade, maintenance and support of servers utilized by assigned systems.  The incumbent is responsible for coordinating with the administrators of other systems, as well as system users, to schedule installation and maintenance activities.  The incumbent must also ensure all security measures are in place and are monitored on a continuing basis.  To ensure efficient and effective operations of all assigned systems, the incumbent monitors system and network usage and modifies system configurations to optimize system operations, coordinating with the network management specialists as necessary.  The incumbent exercises judgment in identifying malfunctions and recommending solutions to the developers of assigned systems.

Factor 5 - Scope and Effect
The incumbent of this position independently administers assigned systems throughout the state, which involves a variety of tasks such as troubleshooting server hardware/software, implementing systems back-ups and restoring downed servers, optimizing system configurations, implementing and monitoring system security features, etc.  The work of this position effects the ability of serviced organizations to access mission critical applications.  

Factor 6 - Personal Contacts &
Factor 7 - Purpose of Contacts

Contacts are with C4 program managers and specialists within the employing organizations; technical specialists in similar specialties in other organizations; managers and technical experts/specialists in the NGB offices; with other agencies specialists and functional proponents and occasional contacts with IT experts in other federal agencies.  Contacts regularly include meetings with contractors, equipment manufacturer’s representatives, providers of services (e.g., software) related to technological developments applicable to the project, and members of NGB technical committees.  Contacts typically take place in moderately unstructured settings.  

The purpose of the contacts is to obtain information and training on latest features or techniques relative to the state-of-the-art information technology systems.  Incumbent must influence and persuade others to cooperate in meeting objectives and resolving problems when there are difficulties securing cooperation.  Additionally, contacts are to influence others to utilize methods and procedures developed or sell them on the use of system techniques, planned action, or resolve inequities and incompatible situations involved with the system(s).  Contacts with NGB are to coordinate the use of standard NGB-wide systems and obtain and provide information concerning the use of the systems.  

Factor 8 - Physical Demands
The work is sedentary.  No special physical demands are required to perform the work.

Factor 9 - Work Environment
The work is performed in a typical office setting.  Special safety precautions are not required.

EVALUATION STATEMENT

A.  Title, Series and Grade:  Information Technology Specialist, (SYSADMIN), 

GS-2210-11.

B.  Reference:  USOPM Job Family Position Classification Standard for Administrative Work in the Information Technology Group, GS-2200, Information Technology Management Series, GS-2210, dated May 2001.

C.  Background:  Over the past several years, technology has changed so rapidly in the field of information technology (IT), positions developed only a few years ago are outdated.  With the abolishment of the Computer Specialist Series, GS-0334 and the implementation of the new occupational series of Information Technology Management, GS-2210, a review of all Computer Specialist position descriptions was conducted.  At this same time, it was also recognized that these technological changes have impacted more than just the Computer Specialist positions located in the various C4 organizations throughout the state.  As a result, all positions in the Army IT organizations were reviewed and updated.  During the evaluation process of these new position descriptions, a decision was made by the National Guard leadership to merge many of the headquarters functions performed by both the Air and Army National Guard into the Joint Forces Headquarters (State).  The information management functions were some of the functions that were affected.  New position descriptions were developed to comply with this joint operations concept.  To accommodate those states that do not merge all of the information management positions into the J-6, an attempt was made to make these new PDs as component and organizationally generic as possible.  This position is one of these new PDs.

D.  Series, Title, and Grade Determination:


1.  Series:  Work in the GS-2210, Information Technology, series refers to systems and services used in the automated acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, assurance, or reception of information.  Information technology includes computers, network components, peripheral equipment, software, firmware, services, and related resources.  This position is a technical focal point in the area of system administration.  The incumbent administers multiple computers and multiple operating systems.  The information technology work defines the primary skills and knowledge needed to perform this work in this directorate.  Therefore the GS-2210 series is assigned.


2.  Title:  The basic title for positions classified to the GS-2210 series is Information Technology Specialist.  A parenthetical title of “SYSADMIN” is added to denote specialization in work involving the planning and coordinating of the installation, testing, operation, troubleshooting and maintenance of hardware and software systems.    


3.  Grade:  See the attached Factor Evaluation table and the Factor Level Analysis.

E.  Conclusion:  Information Technology Specialist (SYSADMIN), GS-2210-11.

Classifier:
Glen J. Smith, NGB-HRCA
Date:  16 Jan 04

Debra J. Spilman, NGB-HRCA

FACTOR EVALUATION SYSTEM
POSITION EVALUATION STATEMENT

	FACTOR
	FL
	PTS
	REMARKS

	1.  Knowledge Required by the Position
	1-7
	1250
	See Analysis Below

	2.  Supervisory Controls
	2-4
	450
	       “                  “

	3.  Guidelines
	3-3
	275
	       “                  “

	4.  Complexity
	4-4
	225
	       “                  “

	5.  Scope And Effect
	5-3
	150
	       “                  “

	6.  Personal Contacts &

7.  Purpose Of Contacts
	3c
	180
	       “                  “

	8.  Physical Demands
	8-1
	5
	       “                  “

	9.  Work Environment
	9-1
	5
	       “                  “

	TOTAL POINTS ASSIGNED:
	2540
	      GRADE:  GS-11


Factor 1 - Knowledge Required by the Position
Level 1-7
1250 Points

This position exceeds Level 1-6.  Assignments at Level 1-6 are routine and recurring in the system administration area requiring a much lower level of knowledge and skill.  An example of work requiring Level 1-6 knowledge and skill includes assisting in identifying and specifying business requirements for new and enhanced system. 

This position is the senior system administrator with the incumbent being regarded as the state’s leading technical authority in the area of system administration.  The incumbent serves as a project leader for systems administration projects, develops system backup and recovery strategies, ensures the installation of new systems and system changes are installed and configured to meet local state needs, integrates the use of Storage Area Networks (SAN) to achieve maximum system efficiency, analyzes system operations to identify bottlenecks and take corrective action to ensure optimal performance and consistency.  These duties require the Level 1-7 knowledge and skill of system administration principles and methods for integrating information systems components, performance tuning tools and techniques and systems diagnostic tools to perform the type of work described on page 38 of the standard.  This position fully meets the requirements for Level 1-7.

Level 1-8 is defined as mastery level.  To support this level requires advanced IT concepts, advising on critical IT issues and previously unsolvable problems.  This level of knowledge is typically found at the agency level and not at state level and thus is not appropriate for this position.  

Factor 2 - Supervisory Controls
Level 2-4
450 Points

Level 2-3 is exceeded by this position.  At this level, the supervisor outlines or discusses possible problem areas and defines objectives, plans, priorities, and deadlines.  The employee independently plans and carries out the assignments in conformance with accepted policies and practices and adheres to instructions, policies, and guidelines in exercising judgment to resolve commonly encountered work problems and deviations.  Controversial information or findings are brought to the attention of the supervisor for direction.  The incumbent of this position is regarded as a technical authority in systems administration and as such clearly operates with a greater level of independence than is typical of Level 2-3.  

The supervisor of this position outlines overall objectives and resources available.  Together with the supervisor, the incumbent determines timeframes, scope of assignment and possible approaches to use.  The incumbent independently interprets regulations and applies new methods to resolve complex, controversial and unprecedented problems, keeping the supervisor informed of potentially controversial matters.  Completed work is reviewed for soundness of overall approach, effectiveness in meeting objectives and feasibility of recommendations.  Methods used are not normally reviewed.  This is a direct match to Level 2-4 where the supervisor outlines overall objectives and available resources.  The employee at Level 2-4 determines the approach to be taken, and the methods to be used and frequently interprets regulations on their own initiative, applies new methods to resolve complex and/or intricate, controversial, or unprecedented issues and problems, and resolves most of the conflicts that arise.  Also at Level 2-4 completed work is reviewed for soundness of overall approach, effectiveness in meeting requirements or producing expected results, feasibility of recommendations, and adherence to requirements.  

The position does not meet Level 2-5 where the supervisor provides administrative and policy direction in terms of broadly defined missions or functions of the agency.  The incumbent of this position does not have responsibility for a significant agency or equivalent level IT program or function; does not interpret policies promulgated by authorities senior to the immediate supervisor and does not determine the effects on the program needs; and is not considered a technical authority.

Factor 3 - Guidelines
FL 3-3
275 points

Level 3-3 is fully met.  At this level, the employee uses a wide variety of reference materials and manuals.  A variety of manuals, guidelines and related reference materials are available for the incumbent of this position to use.  However, these materials are not always applicable to the particular circumstance or may not fully address a topic.  The incumbent applies judgment in selecting and applying guidelines to problems. FL 3-3 is met.  At this level, the employee uses a wide variety of reference materials and manuals.  Precedents are available outlining the preferred approach to more general problems or issues.

Level 3-4 is not met.  The incumbent does not utilize guidelines and precedents that are very general or ambiguous in nature regarding agency policy and objectives.  The incumbent in this position does not generally resolve issues with the level of ambiguity that would be typical at Level 3-4.

Factor 4 - Complexity
FL 4-4
225 points

The work involves the planning, coordinating, installation, upgrade, maintenance and support of servers utilized by assigned systems.  The incumbent is responsible for coordinating with the administrators of other systems as well as system users to schedule installation and maintenance activities.  The incumbent is responsible for ensuring all security measures are in place and are monitored on a continuing basis.  To ensure efficient and effective operations of all assigned systems, the incumbent monitors system and network usage and modifies system configurations to optimize system operations, coordinating with the network management specialists as necessary.  Level 4-4 is met where assignments consist of a variety of duties involving many different and unrelated processes and methods.  The employee decides what needs to be done by considering different approaches and dealing with incomplete and conflicting data.  The illustrative examples contained on Page 117 of the standard are a direct match to the work of this position.  The level of judgment exercised by the incumbent in identifying malfunctions and recommending solutions to the developers of assigned systems is consistent with that of Level 4-4 where the employee exercises judgment and initiative in identifying and recommending potential areas of enhancing systems reliability and functionality.  

Level 4-5 is not met.  That level requires the application of different and unrelated processes and methods to a broad range of IT activity or to the in-depth analysis of IT issues.  Level 4-5 is expected where the work is to establish, implement, and interpret the requirements of agency compliance with higher-level policy directives, where recommendations would be made and implemented throughout the agency.  This level of work is performed by the GS-12 Systems Administrator position and would not be applicable for this position.    

Factor 5 - Scope & Effect
FL 5-3
150 points

The scope of the work of this position exceeds Level 5-2 where the work primarily involves the execution of systems backups under the direction of a more experienced specialist.  The incumbent of this position independently administers assigned systems.  Specific functions include, but are not limited to; troubleshooting server hardware/software, implementing systems back-ups and restoring downed servers.  This matches Level 5-3 scope where the work involves maintaining the functionality and availability of systems by optimizing and troubleshooting server hardware and software, reviewing server loads and recommending server load balancing, etc.  The work of this position effects the ability of serviced organizations to access mission critical applications.  This is consistent with the effect of work at Level 5-3.  The work impacts the availability, accessibility and reliability of databases used by serviced organizations for a variety of key business functions.

Level 5-4 is not met.  Level 5-4 scope involves work responsible for establishing criteria, formulating projects, assessing program effectiveness and/or investigating/analyzing a variety of unusual conditions, problems or issues.  Review of OPM appeal decisions stress the need for the employee to be developing new or vastly improved techniques.  The effect of the work at Level 5-4 affects a wide range of agency activities.  While the National Guard Bureau does not meet the strict definition of an agency as stated in the General Schedule Supervisory Guide (“a large agency next below the Department of Defense with worldwide missions and field activities”), OPM allows for use of an alternative definition.  In the USOPM Digest of Significant Classification Decisions and Opinions, Number 19-10 dated August 1994, the Office of Classification advised that the alternative definition of "agency" was intended to apply to bureaus and bureau-equivalent organizations which, if removed from their location within departments and viewed as separate entities, would be comparable to independent agencies and some cabinet-level departments.  In the USOPM Digest of Significant Classification Decisions and Opinions, Number 27-05 dated December 2001, indicates that Level 5-4 scope of work extends to a number of locations within a broad geographic area and that the term “broad geographic area” applies to responsibility for at least a state.  The responsibility for developing the new and/or vastly improved techniques affecting a number of locations throughout the state is limited to the senior specialist in each IT specialty area.  This is not one of those positions.

Factor 6 - Personal Contacts &
Factor 7 - Purpose of Contact
FL 3c
180 points

Contacts for this position exceed those typical for Level 2.  At Level 2, contacts are normally with employees within the same agency, both inside and outside the immediate organization.  Contacts with the general public at Level 2 occur in a moderately structured setting (i.e., these contacts would be on a routine basis, the exact purpose of the contact as well as the role and authority of each participant would be fairly clear from the beginning.  

Contacts for this position not only includes personnel within the ARNG (i.e., users and other IT personnel), but also involves contacts outside the agency (i.e. hardware and software vendors).  Contacts of this nature often occur in moderately unstructured settings.  The purpose of these contacts is to obtain information and training on latest features or techniques relative to the state-of-the-art application software development.  Contacts often occur in an unstructured setting.  This is a match to contacts described in the standard for Level 3.  At Level 3, contacts with individuals or groups from outside the employing agency occur in a moderately unstructured setting (not routine, and the role of all parties is identified during the contact).  

Level 4 is not met by the position as contacts do not routinely involve high-ranking officials outside the agency, at national or international levels in highly unstructured settings.

The purpose of contacts for this position exceed Level B which includes planning, coordinating and resolving operating problems by influencing or motivating individuals or groups who are working toward mutual goals and who have basically cooperative attitudes.  

In this position, the purpose of the contacts is to obtain information and training on latest features or techniques relative to the state-of-the-art application software development.  Incumbent must influence and persuade others to cooperate in meeting objectives and resolving problems when there are difficulties securing cooperation.  This is a direct match to Level C, where the persons contacted are reluctant to accept the employee’s recommendations due to such issues as organizational conflict, competing objectives or resource problems.  The issues addressed are not of the level described at Level D.  NGB level staff members would more often encounter level D issues.

Factor 8 - Physical Demands
FL 8-1
5 points

Work is sedentary.  No special physical demands are required to perform the work.

Factor 9 - Work Environment
FL 9-1
5 points

Work is performed in a typical office setting.  Special safety precautions are not required.

FINAL CLASSIFICATION:  Information Technology Specialist (SYSADMIN), 

GS-2210-11

Classifier:
Glen J. Smith, NGB-HRCA
Date:  16 Jan 04

Debra J. Spilman, NGB-HRCA

